
How To Set Up an OpenVPN Server on Ubuntu 16.04 | DigitalOcean https://www.digitalocean.com/community/tutorials/how-to-set-up-an-...

1 of 38 8/11/2018, 7:59 PM



sudo

sudo

apt easy-rsa

$ sudo apt-get update

$ sudo apt-get install openvpn easy-rsa
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easy-rsa

make-cadir

$ make-cadir ~/openvpn-ca

$ cd ~/openvpn-ca

vars

$ nano vars

. . .

export KEY_COUNTRY="US"

export KEY_PROVINCE="CA"

export KEY_CITY="SanFrancisco"

export KEY_ORG="Fort-Funston"

export KEY_EMAIL="me@myhost.mydomain"

export KEY_OU="MyOrganizationalUnit"

. . .
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. . .

export KEY_COUNTRY="US"

export KEY_PROVINCE="NY"

export KEY_CITY="New York City"

export KEY_ORG="DigitalOcean"

export KEY_EMAIL="admin@example.com"

export KEY_OU="Community"

. . .

KEY_NAME

server

export KEY_NAME="server"

easy-rsa

vars

$ cd ~/openvpn-ca

$ source vars

NOTE: If you run ./clean-all, I will be doing a rm -rf on /home/sammy/openvpn-ca/
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$ ./clean-all

$ ./build-ca

vars

Generating a 2048 bit RSA private key

.................................................................................

...............................+++

writing new private key to 'ca.key'

-----

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

-----

Country Name (2 letter code) [US]:

State or Province Name (full name) [NY]:

Locality Name (eg, city) [New York City]:

Organization Name (eg, company) [DigitalOcean]:

Organizational Unit Name (eg, section) [Community]:

Common Name (eg, your name or your server's hostname) [DigitalOcean CA]:

Name [server]:

Email Address [admin@email.com]:
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server

/etc/openvpn

/etc/openvpn/server.conf .crt .key

$ ./build-key-server server

server vars

. . .

Certificate is to be certified until May  1 17:51:16 2026 GMT (3650 days)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y

Write out database with 1 new entries

Data Base Updated

$ ./build-dh

$ openvpn --genkey --secret keys/ta.key

How To Set Up an OpenVPN Server on Ubuntu 16.04 | DigitalOcean https://www.digitalocean.com/community/tutorials/how-to-set-up-an-...

6 of 38 8/11/2018, 7:59 PM



vars

client1

build-

key

$ cd ~/openvpn-ca

$ source vars

$ ./build-key client1

build-key-

pass

$ cd ~/openvpn-ca

$ source vars

$ ./build-key-pass client1

/etc/openvpn
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~/openvpn-ca/keys

$ cd ~/openvpn-ca/keys

$ sudo cp ca.crt server.crt server.key ta.key dh2048.pem /etc/openvpn

$ gunzip -c /usr/share/doc/openvpn/examples/sample-config-files/server.conf.gz | 

$ sudo nano /etc/openvpn/server.conf

tls-auth

tls-auth key-direction

tls-auth ta.key 0 # This file is secret

key-direction 0

cipher

AES-128-CBC

cipher AES-128-CBC

cipher AES-128-CBC

auth SHA256

auth SHA256
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user group

user nobody

group nogroup

redirect-gateway

redirect-gateway

push "redirect-gateway def1 bypass-dhcp"

dhcp-option

push "dhcp-option DNS 208.67.222.222"

push "dhcp-option DNS 208.67.220.220"

port

# Optional!

port 443
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proto

# Optional!

proto tcp

./build-key-server

cert key .crt .key

server

cert server.crt

key server.key

/etc/sysctl.conf

$ sudo nano /etc/sysctl.conf

net.ipv4.ip_forward
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net.ipv4.ip_forward=1

$ sudo sysctl -p

iptables

$ ip route | grep default

wlp11s0

default via 203.0.113.1 dev wlp11s0  proto static  metric 600

/etc/ufw

/before.rules

$ sudo nano /etc/ufw/before.rules

POSTROUTING nat
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wlp11s0 -A POSTROUTING

#

# rules.before

#

# Rules that should be run before the ufw command line added rules. Custom

# rules should be added to one of these chains:

#   ufw-before-input

#   ufw-before-output

#   ufw-before-forward

#

# START OPENVPN RULES

# NAT table rules

*nat

:POSTROUTING ACCEPT [0:0] 

# Allow traffic from OpenVPN client to wlp11s0 (change to the interface you disco

-A POSTROUTING -s 10.8.0.0/8 -o wlp11s0 -j MASQUERADE

COMMIT

# END OPENVPN RULES

# Don't delete these required lines, otherwise there will be errors

*filter

. . .

/etc/default/ufw

$ sudo nano /etc/default/ufw

DEFAULT_FORWARD_POLICY DROP

ACCEPT

DEFAULT_FORWARD_POLICY="ACCEPT"
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/etc/openvpn/server.conf

$ sudo ufw allow 1194/udp

$ sudo ufw allow OpenSSH

$ sudo ufw disable

$ sudo ufw enable

/etc/openvpn/server.conf @server

$ sudo systemctl start openvpn@server

$ sudo systemctl status openvpn@server
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● openvpn@server.service - OpenVPN connection to server

   Loaded: loaded (/lib/systemd/system/openvpn@.service; disabled; vendor preset:

   Active: active (running) since Tue 2016-05-03 15:30:05 EDT; 47s ago

     Docs: man:openvpn(8)

           https://community.openvpn.net/openvpn/wiki/Openvpn23ManPage

           https://community.openvpn.net/openvpn/wiki/HOWTO

  Process: 5852 ExecStart=/usr/sbin/openvpn --daemon ovpn-%i --status /run/openvp

 Main PID: 5856 (openvpn)

    Tasks: 1 (limit: 512)

   CGroup: /system.slice/system-openvpn.slice/openvpn@server.service

           └─5856 /usr/sbin/openvpn --daemon ovpn-server --status /run/openvpn/se

May 03 15:30:05 openvpn2 ovpn-server[5856]: /sbin/ip addr add dev tun0 local 10.8

May 03 15:30:05 openvpn2 ovpn-server[5856]: /sbin/ip route add 10.8.0.0/24 via 10

May 03 15:30:05 openvpn2 ovpn-server[5856]: GID set to nogroup

May 03 15:30:05 openvpn2 ovpn-server[5856]: UID set to nobody

May 03 15:30:05 openvpn2 ovpn-server[5856]: UDPv4 link local (bound): [undef]

May 03 15:30:05 openvpn2 ovpn-server[5856]: UDPv4 link remote: [undef]

May 03 15:30:05 openvpn2 ovpn-server[5856]: MULTI: multi_init called, r=256 v=256

May 03 15:30:05 openvpn2 ovpn-server[5856]: IFCONFIG POOL: base=10.8.0.4 size=62,

May 03 15:30:05 openvpn2 ovpn-server[5856]: IFCONFIG POOL LIST

May 03 15:30:05 openvpn2 ovpn-server[5856]: Initialization Sequence Completed

tun0

$ ip addr show tun0

4: tun0: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER_UP> mtu 1500 qdisc noqueue state U

    link/none 

    inet 10.8.0.1 peer 10.8.0.2/32 scope global tun0

       valid_lft forever preferred_lft forever

$ sudo systemctl enable openvpn@server
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$ mkdir -p ~/client-configs/files

$ chmod 700 ~/client-configs/files

$ cp /usr/share/doc/openvpn/examples/sample-config-files/client.conf ~/client-con

$ nano ~/client-configs/base.conf

remote

1194

. . .

# The hostname/IP and port of the server.

# You can have multiple remote entries

# to load balance between the servers.

remote server_IP_address 1194

. . .
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proto udp

user group

# Downgrade privileges after initialization (non-Windows only)

user nobody

group nogroup

ca cert key

# SSL/TLS parms.

# See the server config file for more

# description.  It's best to use

# a separate .crt/.key file pair

# for each client.  A single ca

# file can be used for all clients.

#ca ca.crt

#cert client.crt

#key client.key

cipher auth /etc/openvpn/server.conf

cipher AES-128-CBC

auth SHA256

key-direction

key-direction 1
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/etc/openvpn/update-resolv-

conf resolvconf

# script-security 2

# up /etc/openvpn/update-resolv-conf

# down /etc/openvpn/update-resolv-conf

/etc/openvpn/update-resolv-conf

~/client-configs/files

make_config.sh ~/client-configs

$ nano ~/client-configs/make_config.sh

#!/bin/bash

# First argument: Client identifier

KEY_DIR=~/openvpn-ca/keys

OUTPUT_DIR=~/client-configs/files

BASE_CONFIG=~/client-configs/base.conf

cat ${BASE_CONFIG} \

    <(echo -e '<ca>') \

${KEY_DIR}/ca.crt \

    <(echo -e '</ca>\n<cert>') \

${KEY_DIR}/${1}.crt \

    <(echo -e '</cert>\n<key>') \

${KEY_DIR}/${1}.key \
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    <(echo -e '</key>\n<tls-auth>') \

${KEY_DIR}/ta.key \

    <(echo -e '</tls-auth>') \

    > ${OUTPUT_DIR}/${1}.ovpn

$ chmod 700 ~/client-configs/make_config.sh

client1.crt client1.key ./build-key client1

~/client-configs

$ cd ~/client-configs

$ ./make_config.sh client1

client1.ovpn ~/client-configs

/files

$ ls ~/client-configs/files

client1.ovpn
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.ovpn

local$ sftp sammy@openvpn_server_ip:client-configs/files/client1.ovpn ~/

.ovpn

client1.ovpn

.ovpn

C:\Program Files\OpenVPN\config
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client1.ovpn

.dmg

client1.ovpn
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client$ sudo apt-get update

client$ sudo apt-get install openvpn

client$ sudo yum install epel-release

client$ sudo yum install openvpn

/etc/openvpn/update-resolv-conf

client$ ls /etc/openvpn

update-resolve-conf

client$ nano client1.ovpn
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update-resolv-conf

script-security 2

up /etc/openvpn/update-resolv-conf

down /etc/openvpn/update-resolv-conf

group nogroup nobody

group nobody

openvpn

client$ sudo openvpn --config client1.ovpn

.ovpn
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.ovpn

/sdcard

/Download/
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vars

$ cd ~/openvpn-ca

$ source vars

revoke-full

$ ./revoke-full client3

error 23

crl.pem keys

/etc/openvpn

$ sudo cp ~/openvpn-ca/keys/crl.pem /etc/openvpn

$ sudo nano /etc/openvpn/server.conf

crl-verify

crl-verify crl.pem
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$ sudo systemctl restart openvpn@server

vars ~/openvpn-ca

revoke-full

/etc/openvpn
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client1.ovpn
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ufw
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